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Abstract

In this paper we present the design challenges and architectural choices
that we have faced in designing and deploying a Wireless MeshNetwork
(WMN) testbed based on commodity IEEE 802.11 devices and capable of
e�ciently supporting multimedia tra�c. The contribution o f this paper is
twofold. First, we provide the research community with the insights that we
have gained in engineering an IEEE 802.11-based WMN testbed. Second, we
account for the momentum that the wireless mesh networking paradigm is
still gaining in both academic and industrial environments by surveying the
most active research directions and identifying the major challenges and open
issues. We explain the di�erent features of the mesh router satisfying multi-
media application requirements. Finally, we present our observations based
on a set of measurements to quantify the performance gains achieved with our
testbed.
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1 Introduction

Wireless Mesh Networks have emerged as a new area of technology set to play an

important role in the broadband wireless networking scenario. As a matter of fact,

WMNs are undergoing fast progress [1] and inspiring numerous applications both

as a research platform and as a commercially exploitable technology [2, 3, 4]. Being

characterized by a dynamic self-organizing, self-con�guring, and self-healing multi-

hop wireless infrastructure, WMNs deliver 
exible integration, high scalability, quick

deployment, easy maintenance, low costs and reliable services.

In this paper we discuss the architectural choices and design challenges that

we have faced in designing and deploying a WMN testbed (WING mesh network

testbed) based on commodity IEEE 802.11 devices and capableof e�ciently sup-

porting multimedia tra�c. The contributions of this paper a re twofold. First,

we extend our seminal work [5] on the state-of-the-art solutions for engineering a

WMN testbed by applying the observed guidelines to a real-world scenario, using

the WING testbed. We give a detailed insight into the operational details of the

testbed and the core features that are implemented to address various challenges in

real WMNs including scalability and multimedia application support. We provide

adequate assessment of these characteristic features withsupporting measurement

details. Second, we want to account for the momentum that theWMN paradigm is

still gaining in both academic and industrial environmentsby surveying the most ac-

tive research directions and identifying the major challenges and open issues. In this

direction, we compare and contrast in detail the reference WMN solutions currently

available in the community which uses o�-the-shelf components and exloit open-

source software. This comparison allows us to draw an association and uniqueness

of WING testbed with that of the common WMN testbeds.

The paper is organized as follows. Section II presents an overview of the WMN

paradigm brie
y discussing the open research challenges inthe domain. In Section

III, we describe the WING testbed architecture detailing the architectural speci�-

cations and operating details. The system details of the mesh router including their

speci�c features are discussed in Section IV. In Section V, we compare and contrast

the WING architecture with that of the contemporary mesh designs, and �nally,

conclusions are drawn in Section VI.
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Figure 1: A typical three-tiers WMN architecture..

2 Wireless Mesh Networking

2.1 Background

WMNs provide a technological bridge between mobile ad hoc networks (MANETs)

and traditional wireless LANs, such as the ones based on the IEEE 802.11 family

of standards. WMNs are not meant as standalone systems [6], but, instead, they

represent a 
exible and low-cost extension to a wired networking infrastructures.

A typical WMN (see Fig 1) consist of several nodes (routers and gateways) which

exploits multi-hopping in order to build and maintain a wireless backhaul. Mobile

clients can communicate directly with with each other or exploit the multi-hop

backhaul in order to gain access to the Internet.

Mesh routers are typically characterized by a small footprint which makes them

suitable for both indoor and outdoor deployments. Moreover, due to their low

power requirements, mesh routers can also be deployed as completely autonomous

units with solar, wind, or hydro power. WMNs are perfect candidate as enabling

technology for community networks, in that their distributed nature lend itself to a

decentralized ownership model where each participant ownsand maintains his/hers

own hardware. WMNs are also expected to lower the entrance barrier for network

operators by allowing them to deploy a wireless back-haul inan incremental fashion.

Finally, WMNs enhance the traditional star-shaped networkby providing ad-

vantages in terms of increased robustness (in that no singlepoints of failure are

present and broken/congested links are encompassed) and 
exibility (without the
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need for deploying cables, connectivity may be provided only where and when

needed/economically attractive).

2.2 Challenges

Notwithstanding the fact that the decentralized nature of WMNs provides the net-

work designers with a higher level of 
exibility, i.e. a wireless interconnection of

hot-spots is able to provide enhanced coverage without the need of wiring each AP

to the Internet, considerable challenges arise at each layer of the networking stack.

This section presents a set of challenges and problems that need to be addressed in

order to turn WMNs into a commodity technology.

2.2.1 Capacity

Currently, several solutions have proposed to improve the performance, capacity and

applications of WMNs. Some last important work include: frequency agile/cognitive

radios, dynamic spectrum access and clustering algorithmsto WMN architecture.

In [7] the authors propose the COMNET framework. COMNET exploits intelligent

frequency-shifting self-managed mesh network in order to implement, reveals the

bene�ts of load balancing by adopting unused frequency for WMN tra�c. Addi-

tionally, in [8] a novel cluster-based middleware is proposed. The proposed solution

signi�cantly reduces the bandwidth use within the wirelessmesh backbone by intro-

ducing a clustering service and an adaptor. The former builds and maintains clus-

ters, the latter acts as interface with the applications. However, all these advanced

wireless radio technologies and new architecture algorithms required a revolutionary

design in the communication protocol in order to face new challenges such as: reduce

congestion, eliminate potential bottlenecks links and facilitate commercialization of

the products of WMN.

2.2.2 Management

Network management techniques are required to monitor the overall network per-

formance and maintain the network operation [9]. The challenges in this area are

to automate fault-management in WMN and consequently enable the rapid deploy-

ment of WMNs. Some solutions are already available from commercial vendors,
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as for example in their products the primary network management capabilities of

WMNs include: Supporting service level agreements, Bandwidth provisioning, Ad-

dition and removal of network entities, changed of network functions, Installing

security and quality of service police and Accounting, billing and reporting. The

distributed and decentralized nature of the wireless mesh networking paradigm has

a serious impact on the design of robust and performing architectures. Neverthe-

less, despite the expectations, little concrete results have been achieved so far. This

can be ascribed, on one hand, to the complexity of the issue itself, whose theoret-

ical foundations have not been completed so far, and on the other one to the lack

of a research platform on which novel solutions can be testedin a controlled and

replicable fashion.

2.2.3 Security

Intrusions of corrupted nodes, active and passive attacks and DoS in WMN can

cause severe damage to the operations of the deployed network. There are many

security schemes proposed for MANET and WLANs but most of these security

solutions do not apply in WMNs because of the lack of physicalprotection, memory

and computational constraints in the WMN node and the most important the lack

of a centralized authority in the WMN architecture. Issues related to the detection

of corrupted/compromised nodes, secure routing and fairness are addressed in [10].

However, there are several research challenges that remainopen, such as e�cient

encryption and authentication mechanisms to secure key distributions and intrusion

detection mechanisms.

3 System architecture

The WING testbed1 is an experimental IEEE 802.11 wireless mesh network built

exploiting commodity components. At the present time the testbed consist of 10

nodes deployed in a typical o�ce environment and implementing a 
at network

architecture. Each node consists of a PCEngines ALIX processor board [11], two

IEEE 802.11a/b/g Wireless Network Interface Controllers (WNICs), an enclosure,

1On line resources available at http://www.wing-project.o rg/.
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Figure 2: A mesh router composing the WING testbed.

two antennas, and all the necessary cables and mounting equipment. An extensive

survey on the most relevant engineering trade-o�s involvedin designing and deploy-

ing a WMN tested is provided by the authors in [5]. It is worth mentioning that

all the developed software has been released under a BSD License and is made fully

available to the research community2.

3.1 Hardware Platform

Being based on the x86 architecture, the PCEngines boards3 deliver high 
exibility

in terms of choice of components while at the same time providing us with platform

suitable for real-world deployments in terms of both maintenance costs and expected

performances. Moreover, no cross compilation is required and standard development

tools and OSes can be used. Finally, outdoor deployment is made easier by tailored

water-proof enclosure, Power Over Ethernet support and theabsence of any moving

part. Figure 2 shows one mesh node composing the WING testbed.

Each processing board is equipped with a 500MHz CPU, 256MB ofRAM. Oper-

ating system and application are stored on a 1Gb CompactFlash card. Connectivity

is provided by 2 Ethernet channels, 2 miniPCI slots and one serial port (console).

2http://www.wing-project.org/
3Similar systems are provided by Soekris Engineering
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Each miniPCI slot holds a Mikrotik RB52 WiFi IEEE 802.11a/b/ g card based on the

Atheros AR2412 chipset: one interface builds and maintainsthe multi-hop wireless

backhaul, while the other interface can be con�gured eitherin Client or in Master

mode. The former con�guration allows the node to share an already available WiFi

connection with the entire WMN while the latter con�guration is used to provide

a standard IEEE 802.11 Access Point. Single interface setups are also supported,

however, in this case the device acts as a pure relay node. Dual and single NIC

nodes can coexists in the same network.

3.2 Operative system

OpenWRT [12] has been selected as operative system for our testbed. OpenWRT

is a minimalist BusyBox/Linux distribution released under a GPL license [13]. It

provides an automated system for downloading the source code for both the kernel

and the userland tools, and compiling it to work on any supported platform. More-

over, it is characterized by a small memory and disk footprint making it suitable for

a wide rage of networking devices. Finally, it provides hardware con�guration and

maintenance abstraction through a custom system and package con�guration facil-

ity called UCI (Universal Con�guration Interface) and exploiting MIB-like structure

in order to streamline device management using SNMP [14].

It is worth stressing that, being based on the x86 architecture, the PCEngines

processing boards are generally compatible with the development machine (typically

another x86 PC) and then they do not require cross-compilation. Nevertheless, we

decided to use OpenWRT in order to abstract ourself from the underlying hardware

architecture making the WING wireless mesh networking toolkit platform agnostic.

As a matter of fact the software as already been successfullyported to a MIPS

platform, namely the Netgear WGT634U home wireless router.

3.3 Routing Framework

The WING testbed exploits the Roofnet platform as routing infrastructure. Roofnet

is an experimental WMN developped by the MIT and deployed in Cambridge, MA,

USA. As extensively described in the following sections, weextended the default
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Roofnet con�guration by implementing additional elementsresponsible for packet

scheduling and for data aggregation.

All the developed software is freely available to both researches and practitioners

being released under a BSD License4.

The Roofnet architecture is described in detail in [15], a brief summary of its main

characteristics is provided in this section. Roofnet routes packets using a DSR-like

routing protocol called SrcRR exploiting the Estimated Transmission Time (ETT)

as routing metric [16] and optimized for network scalability and throughput rather

than for supporting mobility. The ETT metric aims at estimating the amount

of time required to transmit an unicast packet over a wireless link (including re-

transmission), it is computed as follows:

M ETT =
1

PACK R
(1)

Where R is an estimate of the highest e�ective throughput achievable in the

forward direction, and PACK is the delivery probability of the ACK signal in the

reverse direction (drev ). Being r x the estimated throughput of broadcast packets in

the forward direction at the transmission rate ofx Mb/s, the parameter R can be

computed as follows:

R = max(r1; r2; r5:5; r11); r x = dfwd x (2)

Where dfwd is the link delivery probability in the forward direction.

In order to compute the forward (dfwd ) and reverse (drev ) link delivery ratios

each node periodically broadcast a sequence of �ve probes: one short probe aimed at

modeling the ACK transmission and one long probe for each available transmission

rate (1, 2, 5.5, 11 Mb/s)5. Each node keeps track of the number of probes received

during an observation windowW. At any time, drev is then given by:

drev (t) =
count(t � W; t)

w=�
(3)

4http://www.wing-project.org
5Broadcast frame are not acknowledged nor retransmitted by IEEE 802.11 devices.
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Note that count(t � W; t) is the number of probes received during the observation

window W and w=� is the number of probes that should have been received.

Finally each probe sent by a node contains the number of probepackets received

by the same node from all its neighbors during the last observation window. Such a

design choice allows the receiver to compute the forward delivery ratio dfwd toward

the node from which the probe was originated. Using two probes to estimate data

and ACK delivery ratios separately allows the routing layerto properly model asym-

metric links and to cope with the hidden node phenomena. In fact, probes lost at

the receiver side due to interference, are taken into account during the computation

dfwd at the transmitting side by exploiting the information piggy-backed into each

probe.

Routing software is implemented using the Click modular router [17]. A Click

router is built by assembling several packet processing modules, called elements,

forming a directed graph. Each element is in charge of a speci�c function such as

packet classi�cation, queuing, and interfacing with networking devices. Click comes

with an extensive library of elements supporting various types of packet manipu-

lations. Such a library enables easy router con�guration bysimply choosing the

elements used and the connections among them. Finally, a router con�guration can

be easily extended by writing new elements. The Click modular router is available as

both Linux Kernel Module and user-space driver, allowing straightforward porting

of an user-space implementation to kernel-space.

4 System details

4.1 Opportunistic Scheduling

WMNs are know to be particularly susceptible to the\IEEE 802.11 performance

anomaly". Such phenomena, extensively discussed in [18], refer to the sudden per-

formance drop that occurs when nodes, transmitting at low bit-rates due to poor

channel conditions, capture the wireless medium for long periods of time at the

expenses of the nodes transmitting at higher bit-rates.

Intra-cell airtime fairness is provided in the WING testbed by the Airtime De�cit

Round Robin (ADRR) link scheduling discipline. ADRR enhances the De�cit Round
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Figure 3: Block diagram for ADRR Scheduler

Robin (DRR) scheduling discipline by taking into account the channel quality which

in time prevents a node a�ected by high packet loss from monopolizing the wire-

less channels thus lowering the performance of the whole system. The ADRR link

scheduling discipline is described in detail in [19], a brief summary of its main

characteristics is provided in this section for the readers' convenience. It is worth

undelining that, ADRR does not require modi�cation to the standard IEEE 802.11

MAC and can be readily implemented using o�-the-shelf components. Figure 3

depicts the main building block implementing the ADRR scheduling policy.

The scheduler maintains a linked list of currently backlogged queues (ActiveQueue).

Incoming data frames are �rst classi�ed according to their next hop and then fed to

the corresponding queue. If such a queue does not yet exist, it is created dynamically

by the scheduler. Each queue is associated with a counter, called De�cit Counter ,

that indicates the amount of resources the link can use in a round. At each round,

the de�cit counter of the currently visited queue is increased by a �xed quantity

called Quantum. The ADRR scheduler only serves packets whose expected trans-

mission time is smaller than the de�cit counter. LetLP robe be the size of the probe

used to computedfwd , the expected transmission airtimeTX AIRTIME for a packet S

bytes long is then given by:

TX AIRTIME = M ETT

S
LP robe

After a packet is sent the de�cit counter is decreased by the expected transmission

time of the transmitted packet. A frame whose transmission time exceed the de�cit

counter is held back until the next visit of the scheduler. Empty queues are removed
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Algorithm 1 Dequeuing process.
1: if ActiveQueue is not empty then
2: i = ActiveQueue.next()
3: DC(i ) = DC( i ) + Q
4: while true do
5: airtime = ActiveQueue(i ).computeTxAirtime()
6: if airtime < DC(i ) then
7: p = ActiveQueue(i ).dequeue()
8: p.send()
9: DC(i ) = DC( i ) - airtime

10: else
11: break
12: end if
13: end while
14: if i is empty then
15: ActiveQueue.remove(i )
16: end if
17: end if

������

������

������

�����	

Figure 4: Network topology sed during the measurement campaign.

from ActiveQueue and their de�cit counter is set to zero. The pseudo code of the

dequeuing process is given in Alg. 1.

Measurements carried out over the WING testbed proved the capability of the

ADRR scheduler to provide performance isolation in IEEE 802.11-based WMNs.

Network topology is sketched in Fig. 4. In particular, node number 2, 3, and 4 have

been fed with a CBR connection generated at node number 1. We have modeled each

CBR connection as a single UDP stream with constant inter-departure time (2 ms)

and packet size (1460 bytes) producing a �nal bitrate og� 6 Mb/s. Measurements

have been repeated with node number 2 deployed in di�erent locations characterized

by di�erent channel conditions.
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(a) Good channel conditions. (b) Medium channel condi-
tions.

(c) Poor channel conditions.

Figure 5: Average throughput for di�erent scheduling disciplines. Results are in
Kb/s.

Figure 5b shows that, as node number 2 moves away from the gateway, the ADRR

is capable of allocating more resource to the nodes experiencing better channel con-

ditions, while the other scheduling policies degrade the aggregated throughput. In

the extreme case (Fig. 5c) where node number 2 experience poor channel condition

ADRR outperform both FCFS and DRR by delivering a higher aggregated through-

put (1.1 Mb/s w.r.t. the baseline scenario) and by allocating to node number 3 and

4 a percentage of the bandwidth which is only slightly lower the the optimal case.

Moreover, as if can be seen from Fig. 5a, the ADRR scheduler iscapable of provid-

ing a slight performance gain even when all nodes are experiencing good channel

conditions. We postulate that the ADRR scheduler is capableof exploiting local

channel 
uctuations by opportunistically allocating more airtime when and where

the channel is strong. Such considerations are supported bythe theoretical �ndings

in [20].

4.2 Tra�c Aggregation

In order to increase the scalability of the WING testbed we implemented a packet

aggregation technique capable of reducing the overhead dueto both protocol head-

ers and the channel contention by concatenating several MACService Data Units

(MSDUs) to form the data payload of a large MAC Protocol Data Unit (MPDU).

Such packet aggregation scheme leverages the channel probing functionalities of

mesh routers in order to compute the optimal saturation burst length. A detailed
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Figure 6: Block diagram for the packet aggregator.

analysis of the adaptive packet aggregation scheme can be found in [21], a brief

summary of its main feature is reported in this section. The building blocks of the

Aggregation Bu�er and their relationships are sketched in Fig. 6.

Incoming MAC frames are �rst classi�ed according to their destination address

and then fed to a di�erent queue. EachAggregation Bu�er maintains a pool of

unused queues and an hash table that associates the MAC destination addresses

with the corresponding queue. Unused queues are moved from the hash table to the

pool, this is done in order to alleviate the need for repeatedmemory allocation as

neighbors come and go. For each queue, an A-MSDU is generatedwhen either an

aggregation timer is expired or a burst of optimal length canbe generated.

The ETX metric [22] is exploited as a cross-layer technique able to match link

layer parameters with our adaptive tra�c aggregation policy. ETX estimates the

average number of retransmissions needed by each node to successfully deliver a

packet over a given link:

ETX =
1

dfwd drev
=

1
PUni

; (4)

The saturated optimal packet lengthLSat writes as

LSat = �
C

2D

 

1 �

s

1 +
4DL Probe

C logETX (1 � p)

!

: (5)
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Figure 7: Tra�c 
ows used during the performance measurements campaign. VoIP
bundles and TCP 
ows are represented respectively by solid and dashed lines.

Aggregation and de-aggregation is performed at each hop. Albeit such an ap-

proach could lead to increasing delays as the number of hops increases, we postulate

that, at intermediate nodes, medium access delay is su�cient to collect enough

packets so that burst generation is triggered by the optimalframe length without

incurring in any aggregation delay. The pseudo code for the hop-by-hop burst gen-

eration process is given in Alg. 2. Note thatBMax is the Maximum Transmission

Unit (MTU) supported by the local area network technology.

Algorithm 2 Hop-by-hop burst generation process.
1: if size(queue) � LOpt then
2: if size(queue) � BMax then
3: generate a burst no longer thanLOpt bytes
4: else
5: generate a burst no longer thanBMax bytes
6: end if
7: else if Aggregation timer is expiredthen
8: aggregate all the packets in the queue
9: end if

An extensive measurements campaign has been carried out in order to assess the

performance of the aggregation scheme. In our settings, each mesh node sustains the

same tra�c, consisting in an increasing number of VoIP sessions plus an additional

background tra�c modeled according to a TCP socket working in saturation regime.

Streams con�guration is sketched in Fig. 7 where VoIP bundles and TCP 
ows are

represented respectively by dashed and solid lines.

Each VoIP call has been emulated as single UDP stream modeledaccording to

the parameters of the G.729.3 codec [23]. The reason for sucha choice lies behind
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(b) Packet loss.
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Figure 8: Performance measurements results without background interference..

the VoIP's strict requirements in terms of both delay and packet loss. As a matter of

fact, a typical VoIP source tends to transmit a large number of packets with a small

payload, and such a combination is known to lead to large protocol overheads [24] in

that a considerable amount of time is wasted in the contention phase and in sending

sending headers and acknowledgments.

System's performances have been analyzed with and without background tra�c.

In the former settings our adaptive aggregation policy provides almost a factor 5

performance increase, since the number of sustained sessions reaches 53, whereas the

plain IEEE 802.11 protocol allows for just 11 VoIP sessions (see Fig. 8). However,

when background interference is present the relative performance boost provided

by our packet aggregation scheme is lower than the previous scenario, but it is still

providing a factor 3 bene�t.

4.3 Di�erentiated Services

The economic convenience of a WMN is measured by the number ofcustomers that

the provider can sustain for a given network deployment: onemajor challenge for

the research in this �eld is indeed to increase the scalability of WMNs: the two

metrics are strongly correlated, since the larger the area,the larger the number

of users that can access the network. But, despite this is considered a strategic

goal to achieve, little e�orts have been dedicated to investigate e�cient techniques

for supporting QoS in WMNs. The vendors which have been selling wireless mesh

solutions of course do implement some form of QoS policies, but they are obviously

very reluctant to release those informations. Hence the research in WMNs �eld lacks
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from a comprehensive QoS perspective.

Deploying Internet-wide QoS solutions proved to be a considerable endeavor

making over-provisioning of network resources a more appealing (and cheaper) op-

tion. Moreover, the current bottleneck in terms of QoS support is represented by

the last mile of the Internet connection. Therefore, techniques able to provide QoS

over access networks are believed to represent a critical milestone to enhance the

end-users' quality of experience. However, even if this is considered a strategic goal

to achieve, little e�orts have been dedicated so far to investigate e�cient techniques

for supporting QoS in IEEE 802.11-based WMNs. It is worth noting that, due to

the contention-based nature of the IEEE 802.11 MAC protocol, adding more mesh

routers in order to increase network capacity may prove not to be a viable solution

due to the increased interference.

The WING testbed implementes a tra�c prioritization scheme based on the

Di�Serv [25] framework in order to allow classi�cation and di�erentiated treatment.

Di�Serv QoS provision is a coarse-grained, class-based mechanism as opposed to

the �ne-grained, 
ow-based mechanism that characterizeIntServ. The Di�Serv

framework de�nes a set of mechanism to classify and mark packets belonging to a

speci�c class. Forwarding properties associated with a tra�c class are implemented

as Per-Hop Behaviors (PHBs). Di�erent PHBs may be de�ned to provide, for exam-

ple, low-loss, low-latency forwarding properties or best-e�ort forwarding properties.

The PHB is indicated by encoding a 6-bit value, called the Di�erentiated Services

Code Point (DSCP), into the 8-bit Di�erentiated Services (DS) �eld of the IP packet

header (the former Type of Service, ToS �eld). Di�Serv recommends the following

PHB behaviors:

� Default . Typically best-e�ort tra�c.

� Expedited Forwarding (EF) . Low-loss, low-latency tra�c class. These

characteristics are suitable for voice, video and other real-time services.

� Assured Forwarding (AF) . It de�nes four separate classes. Within each

class, packets are given a drop precedence (high, medium or low) leading to

twelve separate DSCP codes from AF11 through AF43.
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Table 1: Tra�c Classes supported by the WING di�erentiated service architecture

Priority DSCP PHB Weights

Best E�ort 0 Default 1

Low (LO) 0x0A AF11 2

Medium (ME) 0x12 AF21 4

High (TCP) 0x1A AF31 8

High (VoIP) 0x22 AF41 8

Figure 9: Architecture of the tra�c di�erentiation scheme i mplemented in the
WING testbed.

� Class Selector . De�ned to maintain backward compatibility with the IP

Precedence �eld.

The overall architecture of the tra�c prioritization schem e is sketched in Fig. 9.

Network tra�c entering a mesh router is classi�ed by DSCP code and then fed to

a suitable queue. Tra�c di�erentiating is provided by means of a De�cit Weighted

Round Robin (DWRR) scheduler which pulls packets from bu�ers, according to

some input weights (see Table 1). The aggregation bu�er has been modi�ed in

order to exploit the A-DRR scheduling policy.

4.4 Self-con�guring features

Mesh routers can automatically detect if they are a relay node or a gateway node.

The node auto-con�gures itself as gateway if an IP address can be obtained using

DHCP over either the Wide Area Network (WAN) interface or theWireless WAN

(WWAN) interface. The eth0 device (the �rst ethernet interface) is con�gured as

WAN interface while an optinal IEEE 802.11 device can be con�gured as WWAN
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interface. The WAN takes precedence over the WWAN if both connections are

available. A Finite State Machine (FSM) has been implemented in order to properly

handle the node's con�guration without having to either reboot it or disrupt the

network operations.

Figure 10 shows the state diagram describing wireless mesh routers' FSM. The

speci�cation of the FSM is provided in Table 2 as State Transition Table (STT). The

vertical dimension indicates the current state, the horizontal dimension indicates

possible events, and the row/column intersections contains the next state if an event

happens and the actions to be performed when the state transition occurs. Please

note that PlugNodeis an event that come from the external world. Here follows a

description of all the possible events:

� WanUp . The node succesfully obtained an IP Adrress using the DHCP proto-

col over the WAN interface. If the previous state wasRelay , the node will �rst

stop using the multi-hop wireless back-haul as default route (stopRelaying),

then it will start advertising itself as gateway for the WMN (starGateway)

and will set the wired` interface as its default route (setDefaultRoute).

� WWanUp . The node failed to obtain an IP Adrress using the DHCP protocol

over the WAN interface however it succeeded using the WWAN interface. If the

previous state wasRelay , the node will �rst stop using the multi-hop wireless

back-haul as default route (stopRelaying), then it will start advertising itself

as gateway for the WMN (starGateway) and will set the wireless interface as

its default route (setDefaultRoute).

� LostAssociation . The wireless interface has lost its association with the AP

being used as wireless uplink. This event can occur only if the node is in the

Wireless state. The node stops advertising itself as gateway (stopGateway),

and sets the multi-hop wireless back-haul as its default route (startRelaying).

� LostCarrier . The wired interface has lost its carrier. This event can occur

only if the node is in the Wired state. The node stops advertising itself

as gateway (stopGateway), and sets the multi-hop wireless back-haul as its

default route (startRelaying).
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Figure 10: Wireless mesh router's �nite state machine.

Table 2: State transition table. Events that cannot occurs in a given current state
are not accounted.

Current State Event Action Next State

null PlugNode - NoRoute

NoRoute WanUp startGateway Wired

NoRoute WWanUp && !WanUp startGateway Wireless

NoRoute NoneUp starRelaying Relay

Wired WanUp - Wired

Wired LostCarrier stopGateway, starRelaying Relay

Wireless WanUp - Wired

Wireless LostAssociation stopGateway, starRelaying Relay

NoRoute WanUp stopRelayinh, startGateway Wired

NoRoute WWanUp && !WanUp stopRelayinh, startGateway Wireless

NoRoute NoneUp - Relay

� NoneUp . The node failed to obtain an IP Adrress using the DHCP protocol

over both the WAN and the WWAN interface. If the previous state was

Wired or Wireless , the node will �rst stop advertising itself as gateway

(stopGateway), then it will set the multi-hop wireless back-haul as its default

route (startRelaying).
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Table 3: Comparison between di�erent IEEE 802.11-based WMNs implementations.

Roofnet Hyacinth MCL Meraki Wing

Project Type Academic Academic Academic Commercial Academic

License MIT GPL/BSD MSR-SSLA GPL BSD

Hardware
Platform 6

Multi-
platform

Multi-
platform

Intel x86
only

Multi-
platform

Multi-
platform

Operating
System

GNU/Linux GNU/Linux MS Windows
XP

GNU/Linux GNU/Linux

Routing Pro-
tocol

SrcRR
(DSR-Like)

Spanning
tree-based

LQSR (DSR-
Like)

SrcRR
(DSR-Like)

SrcRR
(DSR-Like)

Routing Met-
ric

ETT Hop-count,
Residual
Link Capac-
ity

WCETT ETT ETT

Multi-radio
support

No Yes, with
distributed
channel
assignment

Yes, with
�xed channel
assignment

No No

Network
Management

No No Standard
Microsoft
Windows
Network
Monitoring
Tools

Hosted net-
work services
(i.e. AAA)
and custom
management
dashboard

No

QoS support No No No No Yes

5 Comparison with other architectures

In this section we brie
y survey some of the most interestingtestbed currently

available in the WMN scenario. It is not the authors' intention to provide and

exhaustive coverage of all the academic and industrial e�orts in this area, instead,

we concentrate on solution based on o�-the-shelf components and exploiting open-

source software. The most relevant implementations of IEEE802.11-based WMNs

are summarized in Table 3.
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5.1 Roofnet

The Roofnet architecture has already been introduced in 3.3. Roofnet is an ex-

perimental and open source multi-hop IEEE 802.11b/g mesh network developed by

the Computer Science and Arti�cial Intelligent Laboratory at the Massachusetts

Institute of Technology (MIT). Each Roofnet node consists of a small PC (Ethernet

port), an 802.11b card, and an omni-directional antenna. Roofnet routes packets

using a DSR-like routing protocol calledSrcRR exploiting the Estimated Transmis-

sion Time (ETT) as routing metric [16] and optimized for network scalability and

throughput rather than for supporting mobility. The ETT met ric aims at estimat-

ing the amount of time required to transmit an unicast packetover a wireless link

(including re-transmission).

5.2 Hyacint

Hyacinth is a multi-channel WMN developed by the Experimental Computer System

Lab at the State University of New York and built using o�-the-shelf components.

Each Hyacinth node is equipped with multiple IEEE 802.11 radios operating in ad

hoc mode. Internetworking with mobile stations is made possible by a tra�c ag-

gregation device embedded in each mesh node. Each WMN nodes interacts with

individual mobile stations through the tra�c aggregation device and is responsible

of assigning mesh-wide unique IP addresses to the mobile stations. A joint channel

assignment and routing algorithm has been developed in order to increase the ag-

gregated bandwidth of the network while at the same time maintaining the network

connectivity. The �rst prototype has been built exploiting standard Personal Com-

puter running Microsoft Windows XP and equipped with two Wireless NIC [26].

The current Hyacinth prototype is composed of 10 nodes builtusing small form-

factor PCs (RouterBoard RB-230) each equipped with three IEEE 802.11a Wireless

NICs.

5.3 Mesh Connectivity Layer

The Mesh Connectivity Layer (MCL) is an experimental Microsoft Windows driver

developed by Microsoft Reserarch and released under a Shared Source License. MCL



5. COMPARISON WITH OTHER ARCHITECTURES 21

implements an interposition layer between layer 2 (the linklayer) and layer 3 (the

network layer) of the standard ISO/OSI model. It is sometimes referred to as layer

2.5. To the higher layers, MCL appears to be just another Ethernet link, albeit a

virtual one. To the lower layers, MCL appears to be just another protocol running

over the physical link. MCL routes using a modi�ed version ofDSR [27] called

Link Quality Source Routing (LQSR) [16]. LQSR assigns a weight to each link.

This weight is the expected amount of time it would take to successfully transmit a

packet of some �xed size on that link. In addition, the channel, the bandwidth, and

the loss rate are determined for every possible link. This information is sent to all

the nodes. Based on this information, LQSR uses a routing metric called Weighted

Cumulative Expected Transmission Time (WCETT) to de�ne the best path for the

transmission of data from a given source to a given destination.

5.4 Meraki

Meraki is a spin-o� of the Roofnet project co-founded by two MIT graduate stu-

dents. Meraki enhance the original Roofnet project by providing a network monitor-

ing and management infrastructure, Authentication, Authorization and Accounting

functionalities and other tools aimed at provisioning and monetize large WMNs

serving thousands of subscribers. Moreover each mesh node provides a web-based

management interface, calledDashboard.

5.5 Consideration

The WING testbed di�ers from the above mentioned testbeds inthat it introduces an

architecture for achieving both service di�erentiation and performance isolation (at

layer 2.5) in IEEE 802.11-based WMNs. While not providing strict QoS performance

bounds, the proposed scheme aims at enhancing the perceivedquality of experience

by combining opportunistic scheduling and packet aggregation in IEEE 802.11-based

WMNs and by implementing a Di�Serv-like architecture in order to provide tra�c

prioritization.
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6 Conclusions

This paper discussed and analysed the WING mesh network architecture which is

built by exploiting commodity components and capable of exploiting multimedia

applications. We presented the design challenges and architectural considerations

in conceiving and deploying the WMN teestbed. There are several challenges of

WMN which we addressed in the testbed by introducing new features in the mesh

routers implemented to improve the scalability and multimedia support in WMNs.

The features presented includes the opportunistic scheduler capable of exploiting

local channel 
uctuations by opportunistically allocating more airtime for reliable

channels, and hence optimizing performance gains, the tra�c aggregation and pri-

oritization mechanism to improve scalability and the self-con�guring features of the

testbed. In this paper, we also presented a brief comparisonof the WING testbed

with other open-source mesh networking solutions. From thecomparison study, we

establish teh uniqueness of our mesh solution in that it is capable of achieving both

service di�erentiation and performance isolation in IEEE 802.11-based WMNs. We

are presently extending the capabilities of the testbed to introduce a completely

distributed monitoring solution in the testbed to address the challenges related to

fault detection and self-healing properties of WMNs.
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